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Hi | got your # from Shane P. I'm messaging from Josh s' phone. I'm hoping to validate Anonymous' le
get the chance. This group is apparently some computer group Josh was a part of before and they ha\
nyt some info on Russia and oligarchs already but will give you more info. So far they have been trust

AT&T Free Msg: Learn about 3rd party mobile purchases & blocking at att.com/prepaidmp

AT&T Free Msg: Your plan charge was successful. Your next plan charge will be on 10/05/2018.
AT&T Free Msq: Your Prepaid payment for $75.00 was successful. $79.97 (including tax, fees & other ¢
AT&T Free Msg: Your password was changed. If this was done in error, please call 611 or 800.901.987¢

AT&T Free Msg: Welcome to AT&T PREPAID! Make a payment, buy Add-Ons & more at att.com/myprer
Hi, thanks for getting in touch. | appreciate it. Can you tell me which family member this is?
Can you tell me your name or your particular relationship to Josh?

Hi sorry, we don't check this phone very often. This is his brother Derek. My parents have his cell here
Although | guess you may not have known his number or email before so it may be as great a methoc
May not be*

| do know this is his number. | have to tell you tho that | spoke to Roger a week or so ago and he advis
He is against posting articles 9 and 10, which Josh wants to post but he's fine with giving the info to tl
Once Josh has edited it and lawyer approves they will post it

| guess you would feel more comfortable with my dad giving his direct approval?

We don't mean to distract you or waste your time much with this

| would feel more comfortable if | heard from roger directly yes. And | know you don’t mean to distrac
my commitment to my sources. If roger could call me that would get us over the hurdle.

AT&T Free Msg: Congratulations! You just saved $10.00 by making a successful AutoPay payment on \

AT&T Free Msg: AutoPay enrollment complete: when plan renews, $75.00+taxes & fees (less account
WhatsApp code 923-319.

You can also tap on this link to verify your phone: v.whatsapp.com/923319

You can manage your Prepaid account for free by logging in or downloading myAT&T at: att.com/myp!
to end mktg. msgs. x000D _

Hey bro

It's your Lil bro from ] cell

Hey

Hey

Confused got 2 messages from u

Did you just call

J needs screen shots of Romania hack and Moscow



On Yahoo.

| didn't call

On purpose

Ok got a call from your other phone

Ok sending. Was just reviewing

Probably by mistake

Ok

Note yahoo shows 2 attempts from Romania but 1 of the ip is actually Netherlands

And all of that started AFTER you shut off 2 factor to allow for Randall’s tech team to get access
Make sure ] knows all of this was after 2 factor was shut off at lawyers and gov request
Only weird issue is yahoo ip login history seems to have wiped out Romanian login

But abus yahoo shows email application from russia

Can u send me photos

Yes

File Transfer: /data/user/O/org.thoughtcrime.securesms/app_parts/part-1948926428.mms
Romania andd abu moscow

5

hmm

resending all

File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part931762616.mms
File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part-1577809699.mms
File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part-1094684893.mms
File Transfer: /data/user/O/org.thoughtcrime.securesms/app_parts/part430820762.mms
review and let me know

got it?

Yes ty

The write-ups for epoch time and the Yahoo declaration included several GX exhibits? Did you get tho
have copy of most GX. which ones needed

send me write up I'll check

The ones in the reference for the expert report: GX 3553, 3549, 3550, 3551, 3552, 3579A, 3579B,
File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part1993391788.mms
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File Transfer: /data/user/O/org.thoughtcrime.securesms/app_parts/part244243140.mms
OMG you're the best

lol you're the guide

I've been trying to get O to get those for me for weeks rofl

This is |

[emoji:FACE WITH ROLLING EYES]

haha don't you know O is great but he has a fragmented brain for docs :)

| call him master airhead

haha he'll take that as a compliment and this you're referring to the new Macbook



Lol MacBook Airhead is perfect for him, includes an assistant to keep track of his agenda for each day
Last two: 3544 and 3570AZ :)

lol done he's got his geek name :)

Any critiques or additions you think are critical and missing?

oohh.. ok searching!
https://docs.google.com/document/d/1thctKyVfVigkKmmbPfcmQoD7Tk3LyOrwWqrhbzW8Zb)6E/edit?usp-
Not sure if he shared it

I'm looking through your epoch timestamp notes, Yahoo declaration stuff, and Yahoo hack timeline
File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part-2100241136.mms

File Transfer: /data/user/O/org.thoughtcrime.securesms/app_parts/part-1238947843.mms

3544 is the 4th page here | think

Great thanks

ok please let me know about Yahoo declaration stuff and what you think...driving me crazy, no lawyer
awesome

What do the lawyers think?? This is the first explaination that makes sense to me.. o was telling me s
all his emails were transferred to one of the other accounts?

yeah there were some email movements between accounts...but even before | can't figure out the Yal
do they use '‘oamanat' or 'omar@amanatcapital' as the search term ... the testimony is inconsistent

| mean it would make sense that the 0 returns were because they fucked up their search... All I'm see
trial but from what you said it makes sense

Was it critical at trial?

that's basically everything. but my lawyer is saying maybe they just screwed up in the testimony and
SUPER critical

was foundation for their entire theory

ORLY

otherwise they had nothing

yeah judge said ONLY if Yahoo gave this testimony would he even allow this investigation...

But that makes no sense... Are they saying he faked all his emails

YES

which is crazy...

All the hundreds of emails

Witf

meaning...according to their theory...he faked HUNDREDS of emails

not just a few

and spoofed the times using a zero-day yahoo hack(albeit a simple one, still no one knew of it, not ev
so issue is where did the HUNDREDS of emails come from....

my answer was - they WERE there on Yahoo (I had seen them live).....but Yahoo screwed up the searcl
but lawyers keep defending Yahoo

saying they 'never screw up searches' and they 'never cover up system problems'

Rofl

obviously Stamos LEFT in 2016 because of the system issues at Yahoo...so for lawyers to defend Yaho
That's fucking retarded. How was that allowed in a court of law

lol yes

Did your tech expert not say anything

was absolutely allowed



Yahoo had complete credibility that there were no system problems there

NOPE

nothing

nothing of Stamos, FBI spying program, AMT hack, Podesta hack....Mayer giving testimony about Yahc
nothing

Hmm so do you think | should add two sections of both the Yahoo breach / DNC hack AND this stuff ak
| mean....read it first and let me know what you think. Every tech person I've shown it to agrees (duh)
DEF do Yahoo breach and DNC hack

Literally all we have to do is prove that one of the emails is real to destroy their entire argument

| mean - yeah - lol....the GOV even admitted they were real

they first said they were fake because of time zones...then backtracked

then because of different 'RE's in Subject lines... then backtracked

Yeah lol... How has this not received ANY press or input from the tech community, | don't understand
truth is too complicated.

Is it SOP to invent bullshit tech in the court of law and no one to call them out on it?

a simple lie is easier to believe (see our prez)

| didn't think this was possible....they make up theories on the fly...l really thought they were more so
seriously - they were using credit card receipts to prove emails were fake...... and said so in court.....th
It's pretty incredible... Had no idea they did this

What a joke the whole system is

yeah so was confident because it was laughable and unbelievable..

but they literally kept trying and failing until we ran out of time

the freaky thing for me is...they told Omar to turn off 2 factor...

which | told him was crazy and not to do....but only after he turned it off Decapue came and said he h
anyway just crazy system

Mmm

Did you do a write-up on the DNC/Yahoo timeline and the link of IPs from O's breach to the DNC breac
| didn't link the IP's from O's breach to DNC breach...didn't realize until O or you pointed it out

| didn't emphasize DNC/Podesta in Yahoo timeline but | think that was a mistake, was definitely conne
So there were two Romania attempts in December

An attempt from Singapore in nov

When was the Russia one?

yeah but Yahoo is mistracking the Romanian IP's

| don't think | have that screenshot

one of the ones Yahoo is saying is Romania is actually the Netherlands...

Ah

The other one Yahoo says is Romania is Romania

89.31.57.5 = Netherlands

93.115.95.202 = Romania

So ... either the Global NIC table is wrong....or Yahoo's IP lookup system is wrong...

)

ah yes...the Russian one is wierd...

during the Singapore login...

lol :)



YES thats what the gov is saying - YAHOO IS 100% perfect!

So they try twice in a row using some kind of proxy and fail... And then when is the Russia attempt
ah Russian attempt...here...

File Transfer: /data/user/O/org.thoughtcrime.securesms/app_parts/part-1301975275.mms
only after | dug around a bit | found it

my father was ALSO told to turn off 2 factor

Hmm.. who was telling them this??

Is there a screenshot with the IP?

no

didnt' get that

Ahh.. O was saying the IP was same as guccifer

and now we are staying completely away from logging in

hm. which IP was guccifer? sorry | don't know

Oh I'm not sure the exact IP.. | just thought O said there was a screenshot with IPs and | told him to ru
I'll have to ask him again and see
yeah | think he meant the Romanian login

Ah

So the 93. IP?

for Russia..l remember was Moscow...but no more details
yup

What's it link to

93 was Romania

Was there a date or time on the Moscow login

a shared hosted site

where other hackers used

| mean Romania clearly was used by other Russian hackers, just don't know if Guccifer

don't remember Moscow login...but same time...right after 2 factor shut off...around first week of Dec
Gotcha

Guccifer seemed to use a VPN from Russia and an exit node in France...
https://www.threatconnect.com/blog/guccifer-2-all-roads-lead-russia/

IP starts with 95....not 93....] think O confused on this point

But 95 IP was a VPN hub as well for other russian hackers it seems

He's just so desperate to tie everything together lol

lol yes...

We've got my WaPo contact we're sending stuff to but he doesn't want to send this until his letters an
| vote no on the Guccifer link, honestly

yeah

| mean no direct link or proof to Guccifer

Now that I'm looking at everything | don't even know if it's worth adding it to the expert report at all t
yeah that's where I'm confused as well

The breach happened after all the info was handed over to the prosecutor

which part the DNC or Yahoo AMT?

oh no it wasn't...

Oh it wasn't?



this is the crazy part...

The emails they claim were faked?

yeah understand the timeline....only because | was there | knew...

yes

the prosecutor got the body of the emails in Nov....

so the emails were there in Nov , no question.

THEN the prosecutors / Decapua asked for the email headers (inc MessagelD, etc)
THEN the breach happened.....

THEN they prosecutors got the email headers....

THEN the prosecutors - for the first time - had a 'surprise' new theory emails were fake

Ah ok. Yeah O has always wanted to argue that the Russians hacked his email and faked the emails...
All their previous theories were proven false

Yeah | was uncertain as well ...

Emails WERE there (don't know which account though)

my theory is more Yahoo screwed up and confused the 2 accounts.

So the prosecutors asked for metadata THEN breach?

but on the other hand ... the 2 factor was shut off...someone tried to login from ROmania...was wierd
YES

Prosecutors asked for metadata - and told Omar to shut off 2 factor ....and THEN Breach

timing was way too coincidental. Like the Trump request to hack Hillary's email in June 2016. Just too
And it happened TWO more times btw.

| don't understand why the prosecutors told him to turn off 2-factor....

How does that have anything to do with anything

They said they wanted full access - they couldn't download the headers...

YES | KNOW

| told him NOT to shut it off trust me.

Huhhhh??

Lol...

But the prosecutors (or Randall) said their tech expert needed it to be shut off for some reason

LOL

LIKE I WAS SCREAMING DON"T SHUT IT OFF :)

They were logging into his email??

yeah

The govt?

no sorry | think Randall (his lawyer's) tech wanted to login

and they couldn't login

had tech problems :)

they were using an older mail server

oh yeah ironically

11

sorry older mail client

so they asked Omar to shut off 2 factor to access the system via the mail client...
ironically - the mail client Decapua was showing during his hack...

Ohhh HIS tech expert wanted him to turn off two factor



yes

Just happened around the same time

HIS tech expert said shut off 2 factor - and allow older apps

yes

happened same time

| mean, possible coincidence

Mmm

he had many other hack attempts...

but timing was wierd....only after 2 factor was shut off...and hack attempts....did prosecutors get the |
they didn't have it before

How did they get it

And why didn't they have it before?

Didn't they do a sw

they initially just had the body of the email

then they asked for the metadata

but you're right its a bit confusing

O is focusing on Russian hack, | am focusing on Yahoo system screwup

Yes | think you're right

they are ironically linked but are different issues

Right

lol I mean YOU agree and every tech guy agrees...but O and lawyers and others disagree and think its
so I'm on the fence on Russia. | mean they did hack Yahoo and break the AMT...but that proves more t
| mean Yahoo systems were messed up.

Which is why it's interesting that Stamos left because of the FBI Yahoo spying program which broke Ye
Yesh

lol sorry fun talking to someone who gets it :)

| mean the hack is interesting but I'm not sure it's relevant to the question of the emails

exactly. I'm on the fence without further proof.

Being fradulent

Hmm so why did the govt ask for metadata anyway

for tech report | suggest the Yahoo AMT search inconsistency. But I'm still open to be proven wrong. A
Was that before decapua got involved

well they asked for the meta data after they screwed up on the time zones...

they had a lengthy brief based off time zone theory...was a big deal...had SDNY head come in...

and then they looked foolish

LOL

They are fucking dumb

yeah was ridiculous....but scary...they looked so stupid to everyone they had to cover it up...

It was obvious that each email client was embedding the local time in the email

so brought in ANOTHER FBI expert....testifying on deletion of emails....

Oh that wasn't decapua who did the timezones?

YUP was local time. | had an argument with my lawyer on that. She refused to believe me until it was
Lord have mercy

No wasn't decapue for timezones....oh well yes maybe he was also involved in timezones...but gov we
It's like a alternate dimension where technology isn't understood at the most basic level



then the second expert was worse...she basically lied....said there were no deleted emails.....
And there is nowhere to find any grownups

in a file that had a folder saying 'DELETED EMAILS'....

yeah was a joke

they are powerful and don't want to be proven wrong

The second expert? What was that for

yes they had an expert just before Decapua...she was worse

Amato

Ahh that sounds familiar

her testimony was laughable...have to read at some point

What did she claim

Damn | bet | missed some good opportunities for ridicule

hahah you have to read

| had a few good lines from them but there is definitely some gold | missed in the transcripts
haha well it was so laughable that | think we got a bit overconfident...

but yes you have to rtead

O wants to know if y'all took any notes when you realized it was a Russia ip

ya of course | freaked out

took the snapshots and notes....

He wants to know if you recorded the actual IP and if you can find the notes

told my lawyer...she said | was crazy because Yahoo had 'no reason to cover up' and they had no syst
Gotta go get phone charged (hopefully) bbl

ah ... yeah | am sure | did... when | had the fallout with my lawyer

ok sure

File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part1668618172.mms
could you read this as well and see if helps your UUID part?

interesting where php coder said he uses a-z for his code for efficienty

ChBwnytyhB7RcuvsV7HillBDEAEaAUo0iDCsxODA2Nzc3NDgOMSIMKzEzNDc40ODI4MTMz

Hey

https://www-m.cnn.com/2017/03/14/politics/justice-yahoo-hack-russia/index.html
https://docs.google.com/document/d/1sAcuMQHRxzhZLmtNhK]dYzYO9VF5zK-ILkeyu NKzeQ

Yeah that's great for UUID generation. Essentially it doesn't have to be built to the spec... But even m
format technically lol

lol YES great point

totally forgot with all of Decapua's 100% confidence talk

I'm adding your Yahoo declaration almost in its entirety.. do you have GX 3580 that | can throw into m
File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part1800211487.mms

Thanks!

here ya go!

btw what's your opinion on the Yahoo AMT issue?

Related to issues with the SW ?

Or the data breach

regarding the SW

for data breach its unclear, for SW I'm trying to see if they searched for the wrong account or not



my lawyer said AMT response may show wrong account, but AMT may combine multiple accounts intc
just confused. i'm looking for second opinoins

Yeah | don't know much about their amt... Do we have those returns?

Like the attachments in the email GX 3580

That you refer

kind of. gov gave 1 of the attachments, not the other.

which is the AMT response showing only 'oamanat' and not 'omar@amanatcapital.com'

What? Why did they only give one

| know. its wierd

which is why | am pushing for the other one. but when I do, the gov is threatening me.

so | want to subpoena yahoo...but want to analyze fully first and get second opinion

So what is the response we did get? Does it look right

Oamanat

response says oamanat only

File Transfer: /data/user/0/org.thoughtcrime.securesms/app_parts/part2124558642.mms

ALL the evidence | can see says Yahoo searched the wrong account. But | want to rule out the anti-the
so need someone who understands Yahoo AMT tool.

as well as the Russians do :)

Hmm well it's basically impossible to say from just this

O should be the one to subpoena I'd think

But what would the risk be?

yeah | feel the same. which is why | may have to take the risk and subpoena

yeah O's lawyer requested the wrong subpoenas...l wanted it for BOTH accounts, | think he did only o
ah the risk is...wierdly...the gov threatened me if | asked for the data from Yahoo

they would only bring up Yahoo if | subpoena Yahoo...

which was great - | took that as a data point that the gov is scared of SOMETHING at Yahoo

Wow really??

That's incredible lol...

What are they planning to "bring up"?

yeah | mean...like they gave a clear tell...

lol ironically they are going to 'bring up' Yahoo...ONLY if | ask for the Yahoo subpoena

They respond to everything with extreme aggression like the cunts they are

yes but this time they were weak...

meaning...they are bringing in everything BUT Yahoo...

so something is off

anyway just wanted your thoughts on it.

| mean | think you nailed it in the write up you did.. but we can't confirm anything without the full rett
At least, I'm trying to search for some other way to verify

Yeah | agree !):

HuffPost: FCC Hiding Evidence Of Suspected Russian Role In Ending Net Neutrality: Lawsuit.
https://www.huffingtonpost.com/entry/fcc-shielding-evidence-of-russian-role-in-killing-net-neutraility-I:
Lol this is getting crazier
https://www.breachrecon.com/GroupSense%20SHARK20385%20-Corrected%20Final.pdf

Notice lingo of expert report.



https://www.breachrecon.com/GroupSense%20SHARK20385%20-Corrected%?20Final.pdf
Yeah that's super nice

What's the lingo

More the overall consumer friendly layout and prezo

Btw | can't access the report. Did you freeze it?

No

It's all the same

Yeah if | had all the time in the world and employees | could do the same

Who is 'anonymous badger?' My bro?

No clue

| assumr

Assume

How does google docs treat anonymous users looking at the docs

They have view access only if that's what you're asking

| think it's done btw I'm just smoothing

As I'm reading through it for the last time please don't add anything unless it's in brackets or somethi
Of course. | just added the word Illustrious 100 times

Saved me the trouble ty

legal work is incredibly rudimentary and plodding. [emoji:FACE WITH ROLLING EYES][emoji:FACE WITF
[emoji:FACE WITH ROLLING EYES]

Boring sounds like you are a 5 year okd

And insulting he entire legal profession

But I'm sure that's what you intended

Plodding sounds like I'm a pretentious cunt

You are an illustrious cunt

[emoji:GRINNING FACE WITH SMILING EYES][emoji:GRINNING FACE WITH SMILING EYES][emoji:GRINNI
Ty

U can just say legs work is boring for an illustrious cunt like me

Legal work

Aight

legal work is incredibly boring (to me at least, thank God for those who take one for the team and do
Better?

inevitably resulted in the loss of liberty to an innocent individual—(this writer)

U sounds like Less of a cunt and more of the ADD 15 year old

OMG you're the worst [emoji:DISAPPOINTED BUT RELIEVED FACE][emoji:DISAPPOINTED BUT RELIEVEL
RELIEVED FACE]

Now u sound like a cunt again [emoji:FACE WITH TEARS OF JOY]

[emoji:FACE WITH ROLLING EYES][emoji:FACE WITH ROLLING EYES][emoji:FACE WITH ROLLING EYES]
File Transfer:

AT&T Free Msq: Just a reminder, your Prepaid AutoPay for $75.00 plus taxes & fees (less account balal
hey read your reports its good

just would like to add points about Yahoo

1) Their record of missing emails then fixing them

2) The AMT hack fixed in Sept 2016 (but still vunerable until Dec 2016)



See section 4 and maybe read rest and let me know what you think
Great thanks

Awesome

Heard the govt is trying to bluff you lol

Lol yeah

Definitely a strong arm tactic

Which means | was right (:

They are worthless sacks of shit

Completely

Who answer everything with a sledgehammer

Agree

They are blocking me from investigating

Which is awesome means | was right. But I’'m facing uphill battle now
Hahah yes

And bullshit

That’s the gov methodology

Really scary. It is malware of the mind you’re right

It's crazy the system works like this...

Yeah did you see | lifted almost all the Yahoo stuff from you :p

Tell me about it. I'm fighting for the truth and gov is fighting to hide it
Lol yes | read it hope you Liked it !

Not as technically sophisticated as your analysis so | am humbled

But glad you approved and added it !

Yeah it was great, makes perfect sense and that's why the govt doesn't want you to uncover the truth
Ok awesome glad you agreed ! You're the third techie who agreed. Even though all lawyers had no clt
Should I quote Billy maddison regarding decapua

Mr. Madison, what you've just said is one of the most insanely idiotic things | have ever heard. At no
be considered a rational thought. Everyone in this room is now dumber for having listened to it. | awa

Lol

Amato as well plz

| think it's hilarious but your bro is being such a party pooper

Lol why

What did he say

To quote boring people like Aristotle instead of Billy maddison [emoji:NEUTRAL FACE][emoji:NEUTRAL
[emoji:FACE WITH ROLLING EYES][emoji:FACE WITH ROLLING EYES]

Hahahaha

Personally I like will Ferra

Thank you little baby Jesus

O has to lighten up with quotes like you (:

Lol we were just talking about his George bush impersonation

Hahah yes | just saw his impersonation yesterday so was on my mind
https://www.newyorker.com/magazine/2018/10/01/how-russia-helped-to-swing-the-election-for-trump
Ooh nice

Great article



Ya | thought so. The professor did great research

Hey O's screen broke... But we're all good here... Still on for tomorrow
oh hey ok good thanks for letting me know was worried!

File Transfer:

File Transfer:

fyi | checked first time they looked at raw headers on message was after Nov 29....a few days later is
Decap told them to look at headers on Nov 29...only few days before the attempted logins....?
also can you see this...look at the 10th messge Date/Time Sent and the TimeStamp Conversion....
Decap said all messages were within 'seconds’

Hey bro

It's your lil bri

Call: outgoing

Hey !

All ok ?

hey

Yes can u call

Hey

All good

Yes call

Just have a couple of mins

Call: outgoing

Call

| tried

Not picking up

Not picking up

Not connecting

Same I'm trying not picking up
Weird

Try what app
Ya

Tried you're not on WhatsApp
Ening

| ak

Text

| am on

Tried on WhatsApp also
No response

Weird

Ya some block

Update me

What's needed



Are we secure

Our Signal Safety Number:
32193 45160 32145 16464
10944 25583 99431 73313
42128 36865 72511 63766

| am ok but Carlos got picked

I'll make sure you get funds

Oh no

Sorry. That he gets funds

He isn box

What's needed

Call his son and tell him we will send some funds soon. Say you have not been able to speak to me ye
Ok

Will do

Any updates

From you?

Nothing my side yet

Ok can u send $500 to 3477864211

Good meeting with Mark he was shocked

Ok

Will send

Did he read artickes

How much to carlo

Washpo has em. Except for day at MCC. They don't have that one. Just Russia
Yes | have him at Redvertro

And tech

And tech report

And entire story

Yes he got both

Oh ok

What does he think

Will follow up with him

Shocked but not surprised it’s the world today

May be helpful but let’s see I'll follow up after my trial
What's else needed now

3 weeks to go for me

So need to plan anything needed

Ok I'll try to call you tomorrow inshallah. No charger at moment so an using sparingly. Probably will ge
Ok

Hey bro

R u there

??

Hey

Here



Hmm?

Here

AT&T Free Msq: Just a reminder, your Prepaid AutoPay for $75.00 plus taxes & fees (less account balal
Hey

Been down and out. Nothing happening

This week w delivery

Not sure if you connected w Emily or not

I'm at 18% battery. Trying to preserve

What's happening w you

Hi Shane, the anon email is down since Sunday evening Can you resend your questions to psalms10(
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