GOVERNMENT
EXHIBIT

1095
52 17 Cr. 548 (PAC)

______ r TR Y]
MEMORANDUN
To: Joshua Schutte, DO CCHEDG/AED/RDB
From: [ICIVERERA ting Chisf, DDI/CC/EDG/AED
Date:  Monday, I8 April 2016
RE: {U// nanalt) Seif Granting Previously Revoked Admin Privileges on an Agency Computer Network
-~ .
sl st 112 enct of Narch 2016, DDY/CCHEDG/AED/OSE staff were directed by BI/CCI and DD)/CCI/EDS management to ensure

that alf AED/OSB projects were properly resoursed, all AED/OSB-related development resources {to include computer network
exploitation (CNE) retated code libraries, development taols, etc.) were accessed and administered by the appropriate peaple in
AED/OSB, and any projects that were not going to remain in AE moved to th riate EDG branch immediately. {Note:
AED/OS8 is responsible for developing, among other things,ﬂonls used o acquire data from targeted systems

=™ As part of this process, on early Aprit 2016, AED/CSB administrators of AED/OSH's CNE Code Comaonent Libraries (known as
the “0SB Libraries”) removed Mr. Joshua Schulte's administrative access to the 0SB Libraries following Mr. Schuite’s transfer from
AED/OSB to AED/RDB at the end of March 2018, in doing so, while Mr. Schulte’s administrative rights to the 0S8 Librarles code
repository were removed, Mr. Schulte maintained user-based access to the OSE Libraries cade repository to permit him to access and
cammit cade to the 0S8 Libraries repository through a pre-defined peer review pracess.

(/e The following information was learned;

1] (me==% Upon learning that he was removed as an administrator of the OSB Libraries on Thursday 14 Aprit 2018, Mr. Schulte
met with 0S8 Developer \EICIDVIWEIEY e of the 0S8 Library Adii ean dAED/GSB-Branch Chief} to
discuss the situation, At the conclusion of the final dlscussion with Mr. lon Thursday 14 April 2016, Mr. Schulte
reportedly remarked that he ... willeventually get acgess back to the libraries and that this] aceess should just be-enabled
now.." to Mrme&sr& Mr:Schivlte left the area. Upon reading the above, Mr. Schulte remarked that his exact quote
was that “... | am adding my accass back, until some with authority ardvises me otherwise.”

2) () Afrer discussing the issue with Mr. JAalell e, Schute viewed his removal from the OSB tibraries as “unauthorized.”

-3} (‘wiisd Before the end of the day on 14 April 2016, it was discovered that Mr, Schuite had personaily re-instituted his
adriinistrative access to the 0S8 Librarles code repasitory via other administrative righits Mr. Schulte possessed on EDG'S
DEVian system. .

{U/f 9] As 3 reminder of Agency.policy, Administrative Rights are provided to trusted individuals for the sole purpose of ensuring
that the right people have access to data in order to complete job-related tasks. As explainad in the Agency’s annual AISC trainings,
(fram AISC 2016, Module'2: User Accounts) “..The Agency has strict regulations and procedures for granting access to IT systems and
managing user accounts. Careful management of user accounts s necessary to ensure only legitimate, trusted Individuals have
access..., References: AR 8-38, AR 9-25." As such, those wha have rights-to any system are to be reviewed, esp. as a persan changes
jobs duties. Additionafly, after 3 change of access is reviewed and action Is taken, individualg are ot permitted to personally attempt
and/for renew their previous authorizations to any particular system. Thisfs a direct viglation of trust, and a violation of Agency policy.
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(sl 1astly, effective 0800 on Monday 18 April, the OS Libradies {and any assacisted coimguter network exgloitation (CNE)
related code libraries, development tools, etc.) will administered by deslgnated AED/OSB personnel until further notice. Please do not
attempt to reglore or provide yourself administrative rights to any project and/or system for which they have been removed.

Mr*lokhua Schilite
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